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I. Introduction 
 

The 2005 legislation that created the Task Force to Study Electronic Health Records1 
included a specific directive that the Task Force study “the impact of the current and future 
expansion [of the use of electronic health records] on school health records” as part of its 
examination of the broader policy issues inherent in the adoption and use of electronic health 
information exchange in Maryland.  The Electronic Patient Information Workgroup, one of three 
such groups appointed by the Task Force Chair to examine different aspects of the legislative 
charge, will explore the potential impact on school health records of an increased use of 
electronic health records: this briefing paper presents background on these issues compiled by 
a consultant to the Maryland Health Care Commission, in collaboration with Commission staff. 2  
 

There are two categories of health services provided in Maryland schools, in two distinct 
settings: the traditional services -- provided by a resident or shared school nurse or other 
professional, consisting of immunization monitoring, first aid and injury treatment, periodic 
health screenings required by statute, medication administration, and referrals for further care – 
and school-based health centers.  Maryland’s 61 school-based health centers (SBHCs)3 
“provide a wide variety of medical, mental, and dental health services, either on-site or off-site 
by referral.”  They were established in Maryland statute to help prevent or provide early 
intervention in the health problems that interfere with students’ ability to learn, and also to serve 
as a safety net provider for under- and uninsured families.  

 
These two settings of care are subject to different federal and state statutory, regulatory, 

and policy directives regarding the privacy and confidentiality of student health records, as well 
as when -- and to whom – these records may be disclosed.  Traditional school health records 
are considered part of a student’s educational record, and thus, at least at public schools, 
covered by well-established federal law governing privacy and permitted disclosures.  Records 
of care at SBHCs, however, are true medical records -- often very sensitive ones dealing with 
reproductive health, behavioral health, and abuse/violence issues.  According to regulations 
governing the privacy provisions of the Health Insurance Portability and Accountability Act 
(HIPAA) issued in December 2000, both school nurses and “on-site clinics” may qualify as a 
“covered entity” if either “engages in a HIPAA [electronic] transaction.”4  Beyond that cautionary 
statement, however, the HIPAA statute and rules are silent on the subject of SBHCs; the lack of 
clarity over the governing framework for the privacy and confidentiality of these medical records 
is more significant in light of the fact that, currently, none of Maryland’s 61 school-based health 
                                                 
1 SB 251 (Chapter 291, Laws of 2005). 
2 In addition, members of the Workgroup and Task Force as a whole will have an opportunity to tour a school-based 
health center and, if possible, a school health services office that employs computer-based record keeping, 
coordinated by Anne Walker, the Maryland State Department of Education analyst who oversees this category of 
school health services. 
3 SBHCs are located in 22 elementary schools, 3 elementary/middle schools, 13 middle schools, 19 high schools, and 
4 special schools.  They are found in all regions of the State, including Baltimore City (19), and the following counties: 
Baltimore (15), Caroline (5), Cecil (2), Dorchester (4), Harford (5), Montgomery (3), Prince George’s (3), Talbot (3), 
Washington (1), and Wicomico (1).  Comprehensive information on the 61 SBHCs, including statistical reports on 
each jurisdiction’s centers, may be found on the SBHC page at the MSDE website, 
http://www.marylandpublicschools.org/MSDE/divisions/studentschoolsvcs/student_services_alt/school_based_health
_centers/
4 The Center for Health and Health Care in Schools, “Safeguarding Individual Health Privacy: A Review of HIPAA 
Regulations,” from In Focus: An In-Depth Analysis of Emerging Health Issues in Schools,” August 27, 2002.  The 
Center for Health and Health Care in Schools (CHHCS) is a “nonpartisan policy and program resource center located 
at the George Washington University School of Public Health and Health Services in Washington DC.” 
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centers has any capability for conducting transactions electronically.  Most information 
exchange between Maryland’s SBHCs and contracting providers and payers is accomplished 
on the telephone, and via fax and paper billing.  Despite the absence of electronic 
transmissions, however, the policy of the Maryland State Department of Education (MSDE) is to 
treat all SBHC records and transactions as covered by HIPAA rules for privacy, security, and 
disclosure.5   
 

The lack of clarity and the apparent contradictions in privacy and disclosure has been 
cited as a significant problem by the National Association of School Nurses and other entities 
concerned with school health and privacy issues.  The consensus across these groups and 
among state and local education agencies is that the U.S. Department of Health and Human 
Services and Department of Education should provide technical and legal assistance to resolve 
these discrepancies. 

 
The information contained in this report does not constitute an official position by the 

Maryland Health Care Commission, the Task Force to Study Electronic Health Records, or any 
of the parties involved in its development.  This report was developed by Misty Meadow 
Holdings, Inc. and the Maryland Health Care Commission’s Center for Information Technology.  

 
 

II. The Educational Record: Its Relationship to Traditional School 
Health Services, and to Electronic Information Exchange  

 
 

As in health care, public education is being encouraged – and, increasingly, mandated – 
to get onto the Information Superhighway.  In education, the impetus for increasing the use of 
information technology is the need to demonstrate compliance with the No Child Left Behind Act 
of 2001 (NCLB), which – among many other mandates -- requires school districts to submit 
extensive data on educational outcomes.  The focus of these requirements is not on student 
health and well-being, except for determining the need for, and assessing outcomes of, services 
provided to students with disabilities.  By and large, the primary purpose of upgrading IT in 
education is as a means of demonstrating compliance with standards in order to retain federal 
funding.   

 
NCLB required the development of a National Education Technology Plan, which the 

Department of Education published in January 2005.  This plan identified seven major action 
steps, one of which called upon school districts and states to “integrate data systems,” stating 
that “[i]ntegrated, interoperable data systems are the key to better allocation of resources, 
greater management efficiency, and online and technology-based assessment of student 
performance that empower educators to transform teaching and personalize instruction.”6  
However, this Plan does not deal specifically with the school health records component of 
educational records – which themselves are only a fraction of the data exchange between the 
federal, state, and local educational authorities under NCLB and other statutes. 

 
Several key pieces of federal legislation define the framework for confidentiality and 

permitted disclosures of educational records, including: 
 

                                                 
5 Information provided in a telephone conversation with Anne Walker of MSDE, August 4, 2006. 
6 Toward A New Golden Age in American Education: The National Education Technology Plan, 2004.  January 2005. 
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• The Family Educational Rights and Privacy Act of 1974 (FERPA, or the Buckley 
Amendment), which protects the privacy rights of students by requiring parental consent 
for access to their records, except for access by “school officials with legitimate 
educational interest,” as defined by individual school districts. 

• The Protection of Pupil Rights Amendment (PPRA, or the Hatch Amendment) of 1998 
(amended further in 2001 by NCLB), which applies to all schools that receive federal 
funding, and requires prior consent from a parent or guardian if information is sought 
about certain outlined topics, some of which include sensitive health information. 

• The Individuals with Disabilities Education Act (IDEA), originally enacted in 1975, and 
reauthorized in 2004 under the name Individuals with Disabilities Education 
Improvement Act.  IDEIA expands the protections provided by FERPA, outlining 
procedures for parental notification, record retention, storage, and destruction; training 
requirements; and the publication of the names of staff members with access to student 
information. 

• State laws and regulations, often augmented by regularly-updated manuals that provide 
extensive guidance to administrators and teachers.  The Maryland Student Records 
System Manual 20067 contains policies and guidelines for compliance with the statute 
governing educational records (Education Article §2-205, Annotated Code of Maryland), 
and sixteen separate regulations under Title 13A, State Board of Education, as well as 
two regulations under the Department of Health and Mental Hygiene’s Title 10, 
governing immunizations and screening for lead poisoning.   

 
Guidelines for Protecting Confidential Student Health Information, published in 2000 by the 

American School Health Association, describes the scope of school health records as including, 
at a minimum, “ information required by state law such as the following: 
 

1. mandated immunizations; 
2. health and physical assessment data; 
3. health screenings for vision, hearing, scoliosis or cholesterol; 
4. injury reports; 
5. incident reports of alcohol or drug use in school; 
6. health assessments and other evaluation reports related to eligibility for services 

under the Individuals with Disabilities Education Act (IDEA) and §504 of the 
Rehabilitation Act of 1973, and 

7. referrals for suspected child abuse.” 
 

In fact, school health records often contain significantly more information, whether 
generated by parents or health care providers and submitted to the school, or created at the 
school, in noting illnesses and injuries.  Typically, school health records document functional 
health problems – the “chief complaint” with which a student presents at the health suite – rather 
than medical diagnoses.  School health records can contain a combination of paper and 
electronic information.  Reportedly, an increasing number of school systems are making use of 
a growing number of software programs to contain and organize school records, including those 
related to school health services.  This could increase the amount of electronic health-related 
information available for exchange.    

 

                                                 
7Maryland Student Records System Manual 2006 includes Student Record Card forms: SR Card 5 contains a 
student’s health screening records, but SR Card 6 has been replaced by a health department form, and the record 
must also include a blood lead testing certificate, in areas defined as at risk for lead poisoning.  
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The National Education Technology Plan also identified the Schools Interoperability 
Framework (SIF) as the standard for sharing data and system interoperability in educational 
record-keeping and information exchange.  The SIF standard accommodates data exchange as 
well as multiple “vertical reporting” or data aggregation models.  The latest software upgrade, 
scheduled to be released around September of this year includes some applications to record 
immunization information, as well as features related to adaptive technology for students with 
special needs.8

 
Vendors of educational records and data exchange software pay for review and 

certification of compliance with the SIF standard by The Open Group, described on its website 
as “a vendor-neutral and technology-neutral consortium, whose vision of Boundaryless 
Information FlowTM  . . . enable access to integrated information, within and among enterprises, 
based on open standards and global interoperability.”9  Vendors can have their products 
certified to each successive release of the SIF.  The Schools Interoperability Framework 
Association is a non-profit organization that supports this standard, and includes in its 
membership representatives of school systems as well as vendors; there are currently 300 
members of the SIF Association, including MSDE.10   
 

Student information systems with student health record functionality are being 
increasingly adopted and implemented by school systems across the country, but health record 
functionality typically represents a small segment of the capability of these systems.  Most of the 
functionality of these systems is devoted to student demographic information, academic 
assessment information, grades, transportation management, library management, cafeteria 
management, parent access via the Internet, as well as the functions that support the data 
aggregation and reporting to school districts, state departments of education, and the federal 
education authorities.  
 
 Some counties in Maryland have implemented electronic educational records.  Carroll 
County public schools use the SASI Student Information System from Pearson School Systems, 
which does have electronic health records capability, including a medical assessment function, 
emergency contacts, and immunizations.  SASI permits data entry of medical information by 
parents, physicians, and other medical practitioners; it also provides interfaces for State 
reporting requirements.  Carroll County recently used the system to screen student records to 
identify candidates to receive 6000 available doses of FluMist.  Washington County uses the 
CIMS Student Information System, an earlier Pearson School Systems product.  Baltimore 
County developed its own system for electronic health record keeping.  Howard County has 
installed a system by Chancery Software Ltd., which was acquired in May 2006 by Pearson 
School Systems.  Frederick County uses the Pentamation Student Information System from 
SunGuard.11  Implementing electronic education records is viewed by many as an important first 
step. 

                                                 
8 The SIF standard is based on XML (Extensible Markup Language), as the technical language for this information 
exchange.  XML is an initiative of the World Wide Web Consortium (W3C), an international standards body.  XML 
allows information and services to be encoded with meaningful structure and semantics that both computers and 
humans can understand.  A powerful benefit of using XML is the ability to “wrap” or leverage other existing standards 
(such as common standards for electronic health information exchange, like HL7 or DICOM) so they can be used in 
future implementations of the framework. 
9 See the Open Group website at www.opengroup.org. 
10 Telephone interview with Laurie Collins, Project Strategist, Schools Interoperability Foundation Association, July 
2006.  See the SIF website at www.sifinfo.org 
11  Telephone interview with Steve Guthrie, Assistant Superintendent of Administration, Carroll County Public 
Schools, July 2006. 
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 Maryland is not alone in its use of information technology, as other states have also 
taken initiatives to implement electronic education records.  Delaware’s Department of 
Education uses eSchoolPLUS+ from Sungard Pentamation which includes a health tracking 
module.  Although all of its districts have the system, not all use this functionality.  In the future, 
the vendor plans to add an immunizations function to the application.12  In Oklahoma, their 
legislature enacted a mandate that its schools adopt the Schools Interoperability Framework as 
a requirement for all future implementation of electronic records systems.13  South Carolina’s 
Department of Education and Virginia’s Department of Education also use the Pearson SASI 
System to track immunization records, health/emergency contacts, health history, TB/skin tests, 
and health screenings for vision, hearing, height, and weight.  Local school data is uploaded 
daily to district office, and on a quarterly basis to state educational officials, to provide 
demographic and academic information.   
 
 
III. School-Based Health Centers: Medical Records Go To School 
 
 
 School health officials across the country seek clarification regarding privacy and 
disclosure protections afforded to traditional school health records -- individually-identifiable 
information considered by federal statute to be part of a student’s educational record -- and 
those that cover the medical records created from patient encounters at school-based health 
centers.  The National Association of School Nurses articulated this problem, in its July 2004 
issue brief “Privacy Standards for Student Health Records”:  
 

While the Preamble to the Privacy Rule of [HIPAA] specifically excludes, as covered 
entities, schools and universities already covered by [FERPA] . . . there are both 
exceptions to that provision and a myriad of related legal and practice issues at the 
interface of HIPAA and FERPA.  These have yet to be addressed through technical 
assistance by the U.S. Department of Health and Human Services and the U.S. 
Department of Education.14

 
 Some elements of the school health services segment of the educational record clearly 
qualify as a medical record, but their position under the law is still unclear, since neither HIPAA 
nor FERPA explicitly address the subject.15  Immunization records, for example, have received 
much attention among legal and policy experts across the nation, asked by their states’ 
educational authorities to clarify the circumstances under which immunization information may 
be disclosed, by a provider to the school, and by what means this disclosure can be made.  
Maryland has addressed this issue by creating the Immunet, a web-based application 
maintained by the state health department’s Community Health Administration, on which 
immunization providers across the State are registered, and through which they can exchange 
information on students to their respective school health services staff.16

                                                                                                                                                             
 
12  Telephone interview with Linda Wolfe, Education Specialist for Health Services, Delaware Department of 
Education, July 2006. 
13  As reported by the Schools Interoperability Framework Association, in July 2006 telephone interview with Laurie 
Collins, Project Strategist.    
14  “Privacy Standards for Student Health Records,” Issue Brief: The School Health Nurse’s Role in Education, July 
2004, National Association of School Nurses website at http://www.nasn.org. 
15 See “The FERPA-HIPAA Interface,” in E-Journal of the GWU Center for Health and Health Care in Schools, June 
2003, at www.healthinschools.org/ejournal/2003/privacy.htm 
16 See www.cha.state.md.us/mdimmunet/index.html
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Another extremely important and sensitive issue raised by SBHCs relates to the 

individual state laws governing the right of minors to consent to treatment, and whether parental 
notification or consent is required.  Until these complex issues are resolved, school systems 
have generally adopted common-sense and ethical approaches to the privacy of SBHC records, 
such as the policies already in place in Maryland, and measures recommended by many 
national school health associations and policy centers.   

 
This position is consistent with the eight Guidelines for Protecting Confidential Student 

Health Information, developed by the National Task Force on Confidential Student Health 
Information and published in 200017: 

 
Guideline I: Distinguish student health information from other types of school records. 
Guideline II: Extend to school health records the same protections granted medical 
records by federal and state law. 
Guideline III: Establish uniform standards for collecting and recording student health 
information. 
Guideline IV: Establish district policies and standard procedures for protecting 
confidentiality during the creation, storage, transfer, and destruction of student health 
records. 
Guideline V: Require written, informed consent from the parent and, when appropriate, 
the student, to release medical and psychiatric diagnoses to other school personnel. 
Guideline VI: Limit the disclosure of confidential health information within the school to 
information necessary to benefit students’ health or education. 
Guideline VII: Establish policies and standard procedures for requesting needed health 
information from outside sources and for releasing confidential health information, with 
parental consent, to outside agencies and individuals. 
Guideline VIII: provide regular, periodic training for all new school staff, contracted 
service providers, substitute teachers, and school volunteers concerning the district’s 
policies and procedures for protecting confidentiality.  
 

 The National Task Force explained that “the increasing presence in our nation’s schools 
of students with chronic physical and emotional conditions, as well as behavioral or learning 
disorders, has made it more important than ever that school health professionals and 
administrators know how to handle confidential student health information.”  Several factors 
make it more difficult to determine when and how this information may be shared without 
compromising privacy:  conflicts between the policies and practices of schools with the legal and 
ethical obligations of health care providers; inadequate preparation of staff; difficulties in 
communicating medical terms and cultural responses; and, especially, the inconsistencies 
between the federal and state laws that govern health and those related to education.  These 
difficulties exist for traditional school health records, but are magnified for medical records 
generated by school-based health centers. 
 
 Pending clarification and resolution by federal health and education policymakers, 
Maryland’s practice is consistent with the current consensus among national leaders in the area 
of school health records protection: that “what HIPAA and FERPA require for privacy protection 
are not technological gizmos or enhanced software, but an organizational commitment to the 

                                                 
17 National Task Force on Confidential Student Health Information, Guidelines for Protecting Confidential Student 
Health Information (Kent, Ohio: American School Health Association, 2000), page 34. 
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principle that students and their families have a right to personal data privacy and security.”18  
The Workgroup, and the Task Force, might consider this view of current practice, when 
weighing the potential cost of any mandate for electronic exchange of school health information. 
 
IV. Issues for Further Discussion and Possible Task Force 

Recommendations  
 

In determining what recommendations it might forward to the Governor and General 
Assembly on the potential impact of a wider use of electronic health information exchange on 
school health records, the Task Force might focus on several areas of discussion.  What 
concerns do members have about the potential impact on school health records (of both 
categories) of an expanded adoption and use of electronic health information exchange?  What 
are the compelling interests that might determine whether school health records, or the medical 
records generated by school-based health centers, are subject to electronic exchange?  What 
considerations should determine the ownership of each category of record, the transfer or 
disclosure or records, and their longevity/disposal?  Are additional directives or safeguards in 
these areas needed? 

 
Some specific areas for discussion might include the following:  

 
• The legal and programmatic disconnects between HIPAA and FERPA, the different 

levels of privacy protection they afford, and the need for clarity and guidance from the 
responsible federal agencies.  (Given the nature of health information contained in the 
traditional school health records, is the FERPA protection sufficient?) 

 
• Consent by minors to treatment, and issues related to disclosure of treatment at SBHCs, 

including parental notification and consent.   
 

• The longevity of SBHC records, and their potential transfer to students (perhaps as a 
personal health record, or PHR) and to their health care providers (since significant 
health information may well be part of these records.) 

 
• The cost of changing the records kept by, and transactions/transmissions of SBHC 

records to interoperable electronic formats.19   
 

• The potential benefit (given the cost and competing priorities, and the lack of significant 
resources for conversion of school health records to electronic systems) of regulations or 
guidelines regarding confidentiality protections in the “lowest common denominator” 
technology employed by schools, in addition to the ethical guidelines, role-based access, 
and technological limitations that now define the treatment of these records? 

 

                                                 
18 Martha Dewey Bergren, RN, MS, “HIPAA Hoopla: Privacy and Security of Identifiable Health Information,” The 
Journal of School Nursing (Volume 17, Number 6) December 2001, page 338. 
19 In an August 29, 2006 telephone conversation with Kyu Rhee, M.D., Chief Medical Officer, Baltimore Medical 
System, Commission staff learned that BMS, which operates two SBHCs in Baltimore City, has responded to a 
Request for Proposals issued by MSDE, soliciting proosals to purchase and use electronic health information 
exchange in school health settings.  The BMS proposal seeks approximately $30,000 in capital costs, for hardware 
and software needed to install an electronic medical record (EMR) system that would link the two BMS school-based 
health centers with the BMS EMR network, plus several thousand dollars per year for maintenance of the sites and 
systems at the schools. 
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